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Lardag 16. november 2024 ble det nye
togledningssystemet tatt i bruk pa
strekningen Gjgvikbanen Nord
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Putting a new Train Management System (TMS) into service:
« What does this mean from a Human factors perspective?
« What challenges did we meet ?
* How could these be handled ?

 How is it possible to ensure Safety and Usability ?
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TMS will merge information from several support
systems into one integrated GUI

From different screens, keyboards and mouses for each
support system...
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...to information from different support systems merged
into one graphical user interface
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Human Factors in the Norwegian TMS-project — Safeyf
W

Challenges and needs to fulfil
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From developing bits and
pieces in isolation...
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Understand and
specify the user
context
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Design solution
requirements

¥ solutions to

meet user

Interaction design
specification and

evaluation criteria

ISO 9241 Part 210 Human Centred design for interactive systems

...to an agile, iterative approach
where the system is developed
incrementally BANE NOR
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Human Factors in the RAMS* Standard (EN 50126-1:2017)

Multi-level systems approach
— Nested systems concept
— Boundaries towards a "bigger” environment
— System consists of Inter-related subsystems

Fundamental to understand:
- The boundaries between the system and the environment

- Interactions with the inter-related subsystems

A correct(ljy implemented Systems Approach is a powerful
aid in understanding:

- Failures of the system
- Contributions to accidents/near-accidents

- Potential Hazards

system
(environment of system
under consideration)

sub-systems /
components

sub-systems / components
(of system under consideration)

Figure 1 — 111 Eystem hierarchy

_

EN 50126-1:2017, Chapter 5.2, Figure 1.
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* RAMS Reliability, Availability, Maintainability & Safety — Lifecycle analysis framework



Modelling the Human Factors Context — In general

Laws

Regulations Organisation /| Technology Human
Values
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Modelling Human Factors in Railway — Train drivers perspective

Railway
Infrastructure

Railway L havi

Human/Systems o/ Topography Train drlveg behaviour
Interface ' , .

v Driveability

_ Train traffic and
Railway scheduling
maintenance
Train technology BANE NOR
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Modelling Human Factors in Railway — Train Dispatchers perspective

Railway
Infrastructure

S
< Rail Train Dispatchers
allway behaviour
Human/Systems Topography &
Interface
Usability
Railway Train Graph &
) Conflict solving
maintenance Train traffic BANE NOR
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Handling of work in field operations .
From Key Cabinets to Handheld Terminal (HHT) 1t firg

VS

Changed technology to secure work in tracks

* In part a new way of working

* Need for new processes/updated procedures

* Potentially new risks

How to handle from a Safety and Usability
Perspective?
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How to develop, adressing the needs and handle the changes
that the HHT imply? | sf'ietg,,,.rs

Understand how the work is performed today

Understand how the work will be performed using HHT

Analyse the difference with focus on safety and usability

Suggest improvements (if needed)

Plan the human B Understand and
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Understand the context — How”? => Modelling, modelling and more modelling

ERTMS-programmet — Utviklet Systemdefinisjon
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Understand the context — How”? => Modelling, modelling and more modelling

Understanding of the process vs different roles

PM_3b_Starte arbeidsbrudd Flere arbeidslag — | samme eller forskellige arbeidsomrader

HSV mottar
tillatalse 1l & shew

GSM-R

Kart/Trasé

[T
abuidsomrider

HHT

™S
L
|
|
|
|
|
|
28 :

i
o
i
i

15 BANE NOR
INTERN



Understand the context — How? => Modelling, modelling and more modell

Understanding of the process vs the systems involved
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Understand the context — How? => Modelling, modelling and more modelling
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Understand the context — How”? => Be there or be square Sare
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=> Full understanding of how to use in field operations Sarerd

1.1 Start and secure a disposition by using Working Areas (WA)
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How to integrate into the context where the HHT will be used Sare,g
first

(with focus on Safety, Usability and operational aspects)

Hazard analysis — Use of
HHT in field based on
operational scenarios

Evaluation of risk based
tests in field operations —
Performed on Gjgvik
Station

ERTMS PROGRAMME
PRELIMINARY HAZARD ANALYSIS - USE OF TMS HHT

B o=,

ERTMS PROGRAMME
EVALUATION OF RISK BASED TESTS OF TMS HHT IN FIELD

Per Christofferson @yvindKnapskog o
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Establishment and
evaluation of risk reducing
measures

(5 Focus areas)

Working Areas

)
2) Position validation
) Maps

)

Instructions and
procedures

5) The device
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How to prove the solution was Usable and Safe to use ?

Sar,
h "etj firge

Follow up on HF Governings processes

5.1 FOLLOW UP OF HUMAN FACTORS GOVERNING PROCESSES ...........cccciiiii. 10
5.2 COLLABORATION ACTIVITIES ... 10
5.2.1 Collaboration With RAMS ... e 10
5.2.2 Collaboration With OAM (TMS PIOJECE) ...........eeeeeeeeeeeeeeeeeeeeeeee e 11
5.2.3 Collaboration With TraiNING...............ooeeeeeeeeeeeee et e e 11
5.2.4  Collaboration with Traffic/TTG/FremforingSSIKKErNet................oooveeeeeeeeeeieeeeeeee 11
5.2.5  Collaboration With Ban@TranSPOIT..............ooe oo oo 12
5.3 ESTABLISHMENT OF KEY DOCUMENTATION.. ... 12
5.3.1 Establishment of steering documentation ....................coeeeeeeeeeeeeeeeeeeeeeeeeeee e 12
5.3.2 Creation of operational scenarios (€nd-to0-end)...............coooveveeeeeieiiieieeeeeeeeeeeeeeeeeee 12
5.4 DEVELOPMENT ACTIVITIES ... .o 13
5.4.1 Ensuring the application of a human-centred design process and principles.................. 13
5.4.2  Participation in HMI deVeIOPMENL...............cccoeeeeeeeeeeeeeeeeeeeeeeeee e 14
5.4.3  Classification of @alarms and @lerts .................oooo oo eeee e 14
5.4.4  Definition of control questions for safety critical commands ..................ccccceeeeceeeeeennn... 15
5.4.5  Overview screen picture specification for OSI0 TCC............oeeeeeeeeeeeeeeeeeeeeeeeeeen 15
5.4.6  Establishment of Internal Change Advisory Board (ICAB).........cccoeeeeeeeeeeeeeeeee. 15
5.5 VERIFICATION AND VALIDATION-RELATED ACTIVITIES ... 16
5.5.1 General verification activities in relation to Hitachi’s SCOPEe ............cccoeeeeeeeeeeeeeeaeeeeeeaa, 16
5.5.2  Participation in US@DIlILY TESHING ............ceeeeeeeeeeeeeeeeeeeeeeeeeeee e 17
5.5.3  FOlOW UP OF BUGS ... e 17
5.5.4  Analysis: Implementation of TMS and HHT in Bane NOR..............oooeeeeeieeeeeee 18
5.5.5  Evaluation of risk-based tests of TMS HHT in field operations...................ccccceuvveeuennn.... 18
5.5.6 WOIKIOAA @NAIYSIS ... 19
5.5.7  Participation in validation of interfaces between the TMS and the bigger context........... 20
5.5.8  Analysis: Transfer from training centre to back-up control room with TMS ..................... 20
5.5.9  Involvement in SRACs and Application CONAItIONS...............c.ceeeeeeeeeeeeeeeeeeeeeeee 20

Collaboration throughout the program

Establishment of key documentation

Participation in development activities

V & V Activities

Human Factors Report

”Safety Case style”
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Handling changes in the TCC

* Modelling the environment based on:
— System definition
— Operational Scenarios
— CRIOP STEP Diagrams

« Performing workshops to catch operative needs and potential hazards Traceability

— Using e.g.
— Tailored CRIOP Checklists
— CRIOP STEP Methodology
— HAZOP & other (Risk) analyses for certain processes

* Follow up findings

— Use of Human Factors Checklists

— Updating Hazard Logs

— Updating Documentation ° . , .
. B e BANE NOR




* End users (correctly) involved in the project
— lterative design work involvning end users (as part of the design teams)
— Continuous tests (formative) with end users during the design work
— Formal tests (Summative) involvning end users

« Safety Management in line with relevant standards and regulations:
— Tight cooperation between Safety and Human Factors/Usability Teams
— Hazard Log as a tool to achieve valid closing arguments of risks

* Requirements/Specific plan to adress Usability & Human Factors
* Continuously performed Usability Assessments
* Interaction design specification and design guidelines

INTERN



Why the Human Factors & Usability Focus?

S

afety & Usability

If the solution isn’t usable it will not be safe to use (safety
builds on that the GUI & Work Processes are satisfactory

from a usability point of view™)

The project needs evidence of that adequate safety is
inherent in the System as a whole before commissioning

* This is especially important in a Non-SIL/Basic Integrity

INTERN

system where the dispatchers are ultimately responsible for
the safety
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Especially important Usability aspects

The concept Operative Planning

— Support the dispatchers to work and plan proactively
User in the loop

Automation
— A well designed automation philosophy should be implemented

Decision support

— The System support should be at its best in the most tricky
situations

Situation awareness

— The system as a whole should maximize situation awareness of
the operator

BANE NOR



Lessons learned

sQf
et} first

Project setup
— Process (context) driven development
— Agreed processes to handle changes
— Human Factors a core value
— Proactive involvement of authorities

The Team

— Include end users (and other relevant roles)
early

— Safety and Human Factors must walk hand in
hand

— Don't forget RAM-people

Tech stuff

— Flexible architecture
— Make it simple (MVP)
— Dont forget Maintenance

Railway (and common) concerns

Security a core necessity
Availability needed 24/7

Controlled configuration possibilities

Railway specific stuff

Laws, rules and processes govern everything
Railway is an extremely conservative branch
Railway has highly skilled personnel with high

expectations and demands
Authorities watch over you, always

The process

Know and model the context — Old

Processes should govern the design, not the

other way around

Transparency and traceability is everything

& New




Thanks for paying attention

Per Christofferson
Human Factors Advisor
M.Sc. Cognitive Science

Human Factors & Risk Management AB
ERTMS/TMS

Mobil +46 708690211
E-post pch@hrgroup.se
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