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ABSTRACT: Failures in critical infrastructures can cause major damage to society, and thus there is a need 
for a common approach to cross-sector risk analyses. This paper presents such an approach, which includes 
an extended preliminary hazard analysis and detailed risk analysis of electricity supply, carried out in a case 
study. The risk analysis approach constitutes an important basis for analyzing interdependencies between sec-
tors and assessing overall risks of failures in critical infrastructures. The case study results show that the ap-
proach is a promising starting point for risk analysis of electricity supply interruptions and the consequences 
for dependent infrastructures. 

1 INTRODUCTION 
 
The modern society is critically dependent on a se-
cure electricity supply to maintain its functionality. 
Due to this dependence, the electricity system is de-
fined as one of society’s critical infrastructures (EU 
2005, NOU 2006).  Wide-area interruptions of elec-
tricity supply (blackouts) have severe impacts on so-
cietal critical functions and need to be addressed 
from a societal point of view. Beyond the traditional 
and deterministic N-1 criterion used in electric 
power systems, there is no agreed-upon framework 
on how to analyze and predict the security of elec-
tricity supply. In risk analyses of electric power sys-
tems, a major challenge is to identify possible chains 
of events that could lead to wide-area interruptions, 
and to further identify the consequences of these 
cascading outages. This paper focuses on the effects 
of blackouts on electricity supply to delivery points, 
such as other critical infrastructures. 

In the last two decades, a simple approach to 
quantitative risk analysis called ROS (In Norwegian: 
“Risiko- og sårbarhetsanalyse”) (DSB 1994), corre-
sponding to risk and vulnerability analysis, and re-
sembling preliminary hazard analysis (PHA) (Eric-
son II 2005), has been applied and adapted for 
different critical infrastructure sectors. This has re-
sulted in various independent risk assessment ap-
proaches, and, for instance, insufficient analyses of 
interdependencies between the different sectors. 

There are different kinds of safety and security 
challenges that critical infrastructures have in com-
mon, such as climate changes/natural disasters, age-
ing (in capital intensive infrastructures like water 

and electricity supply), restructuring and outsourc-
ing, terrorism, and globalisation. There are also 
some interdependencies, e.g., between electronic 
communication and the electric power system (NOU 
2006). The challenges need to be dealt with through 
in-depth sector studies and interdisciplinary studies 
across sectors, e.g., to develop methodologies for 
comparisons and exchange of best practices. 

In a recent research project, a cross-sector risk 
analysis approach was developed and tested for this 
purpose, including the critical infrastructures elec-
tricity supply, water supply, transport (road/rail), 
and information and communication systems (ICT). 
The main focus was on serious events, emphasizing 
interdependencies between the sectors. In short, the 
approach includes an extended PHA and detailed 
analyses of specific hazardous events in critical in-
frastructures. A case study of the city of Oslo, Nor-
way, was carried out to test and improve the method, 
and this paper presents the results from the detailed 
analysis of a main event occurring in the critical in-
frastructure electricity supply. The analysis is based 
on simulations of outages in the electric power sys-
tem using methods for contingency analysis (power 
flow) and reliability analysis of power systems. 

The first part of the paper describes the cross-
sector risk analysis approach, including the extended 
PHA for critical infrastructures. Next, the detailed 
risk analysis of electricity supply that was carried 
out in the case study is presented. The immediate re-
sults are number of interruptions of electricity sup-
ply, interruption duration, and energy not supplied 
for each delivery point. Further, consequences for 
other infrastructures may be pursued. 



2 A CROSS-SECTOR APPROACH TO RISK 
ANALYSIS 

A cross-sector approach enables risk analysis of sev-
eral infrastructures at the same time, which provides 
useful information for planning emergency prepar-
edness, identification of vulnerabilities, and prioriti-
zation of risk reducing measures across sectors. In 
addition, a common approach (which may as well be 
used for each sector individually) enables compari-
son of results for the different critical infrastructures. 

The approach presented in this paper consists of 
four main steps and several tasks, further discussed 
in subsequent sections: 

 
1 Planning 

a) Clarification of objectives and stakeholders 
b) Definition of system boundaries per sector 
c) Establishment of forum for relevant stake-

holders 
2 Preliminary Hazard Analysis 

a) Definition of consequence dimensions  
b) Identification of main events affecting differ-

ent sectors  
c) Identification of societal critical functions 

(SCF) relevant for the events 
d) Evaluation of frequency and consequence ac-

cording to categories, and use of risk matrices 
3 Detailed analyses 

a) Selection of main events for detailed analy-
ses, based on the results from step 2 

b) Description of accident scenarios and the sys-
tems subject to detailed analyses 

c) Performing detailed analyses, e.g., causal 
analysis, consequence analysis and interde-
pendency analysis 

4 Total assessment of overall risk  
a) Evaluation of risks across sectors 
b) Planning for implementation of risk reducing 

measures (and identify needs for further ana-
lyses) 

2.1 Step 1 - Planning 

Planning of work ensures that the analysis meets 
the objectives (Rausand & Utne 2009). Objectives 
are usually dependent on stakeholders, who should 
be identified as part of the initial planning process. 

Stakeholders may have various motives; for ex-
ample, municipalities may be preoccupied with get-
ting a total overview of vulnerabilities across infra-
structures to plan emergency preparedness, whereas 
infrastructure owners may be more concerned about    
analyses of production and availability of services. 
Users may want to assess their dependencies to criti-
cal infrastructures and their need for back-up solu-
tions. 

The scope of the analysis is important to deter-
mine, for example, if the analysis concerns the infra-

structures at an overall system level, or at subsystem 
or single component level, such as grid transformer 
stations related to electricity supply. Other important 
issues are to determine what kind of consequences 
should be included, for example, service availability, 
harm to human health, human fatalities, and dam-
ages to assets; and to what extent the analysis should 
include human and organizational contributions, and 
malicious acts. 

To facilitate exchange of knowledge and stake-
holder discussions about risk perceptions, a forum 
for relevant stakeholders should be established. Such 
a forum must also include system experts.  

2.2 Step 2 – Preliminary hazard analysis (PHA) 

The PHA in the cross-sector approach is rather ex-
tensive, compared to a “typical” PHA (Ericson II 
2005). It includes identification of hazardous or 
main events and analysis of risks in a rather coarse 
way. Extensions are, among other things, linkage be-
tween societal critical functions (SCF) and the main 
events that may occur in the critical infrastructures. 
The SCFs are used to distinguish between the criti-
cal infrastructures and their functions in society. 
This distinction helps focus on the purpose of the in-
frastructures and analyze their system constituent 
parts.   

The first task of the PHA is to define the conse-
quence dimensions, based on discussions in the 
stakeholder forum. Examples of such dimensions 
and their categories are shown in Table 1, but these 
have to be adapted to the specific situation at hand. 

  
Table 1. Consequence categories (examples) 

Category Life and Health Economy 
1 Up to 5 injured/ seriously ill < 1 mill. NOK  
2 6-40 injured/ seriously ill 1-10 mill. NOK 
3 1-2 fatalities, 40-100 in-

jured/ seriously ill 
10-100 mill. 
NOK  

4 3-10 fatalities, 100-500 in-
jured/ seriously ill 

100-1000 mill. 
NOK  

5 More than 10 fatalities, 
more than 500 injured/ seri-
ously ill 

>1000 mill. 
NOK 

 
When the consequence dimensions have been de-

fined, the main events have to be identified and de-
scribed. The main event description may be supple-
mented by either a general or a site specific 
description, included if there is a gross accident po-
tential, if there are communication challenges to the 
public, and how the main events may impact the 
SCFs. This means that the SCFs affected by the 
event should be analyzed in terms of if they “acted” 
before the main event occurred, i.e., that failure in 
one SCF leads to the main event, if the SCF was 
threatened/impacted by the main event, or affected 
after the event. Examples of SCFs are electricity 
supply, electronic communication, water and sewage 



supply, social security services, and emergency- and 
rescue services. An example showing parts of the hi-
erarchical structure of one SCF is shown in Figure 1. 

 
Figure 1. The SCF hierarchy electronic communication, which 
is related to the critical infrastructure ICT  

 
 
To assess the risk of the main events, categories 

for probabilities and consequences are established. 
In Table 1, categories 1-5 are used for conse-
quences; 1 representing the “best” outcome and 5 
the “worst”. To calculate the frequencies, a two step 
procedure is used. Initially, the probability of the oc-
currence of the main event is assessed. Next, a con-
ditional probability is specified to enable assessment 
of “worst-case outcomes”, i.e., how often or how 
likely it is that the main event results in a worst case 
consequence. The conditional probabilities are, for 
example, related to risk-reducing barriers in the af-
fected infrastructure(s) and external conditions (such 
as weather conditions). Thus, the probabilities may 
vary between main events and locations.  

Based on the frequency/probability and conse-
quence categories, a risk priority number (RPN) is 
calculated for the main events, by adding the num-
bers. A frequency category of 2 and a consequence 
category of 4, gives RPN= 6. 

2.3 Step 3 – Detailed analyses 

The PHA in step 2 is the first screening process of 
identifying and analyzing main events affecting 
critical infrastructures. Some of the main events may 
have to be analyzed more in detail, due to for exam-
ple, high risk, serious consequences, strong interde-
pendencies and so on. Before selecting events for 
further analysis, it is important to clarify the main 
objectives of the detailed analysis.  

A detailed analysis may focus on interdependen-
cies, and possibly include causal analyses (e.g., fault 
tree analysis (FTA)), and/or consequence analyses 
(e.g., event tree analysis (ETA) and network flow 
analysis). The purpose of causal analysis is to iden-
tify and assess all possible causes to the main event, 

whereas the purpose of the consequence analysis is 
to gain more knowledge about what may happen af-
ter the event has occurred and the impact of it.  

The first step of the detailed analysis is to trans-
form the selected main events into “accident scenar-
ios”. Ericson II (2005) defines an accident scenario 
as “series of events that ultimately result in an acci-
dent. The sequence of events begins with an initiat-
ing event and is (usually) followed by one or more 
pivotal events that lead to the undesired end state”. 
This means that the accident scenario is a detailed 
description of the main event. Rinaldi et al. (2001) 
discuss six dimensions of critical infrastructures that 
may be useful for structuring the accident scenario 
descriptions.  

In a cross-sector risk analyses, couplings or inter-
dependencies between the infrastructures strongly 
affects the outcome of a main event. In the literature, 
authors distinguish between different interdependen-
cies. Zimmerman (2001; 2004) uses spatial and 
functional interconnectedness and dependency. Spa-
tial interconnectedness describes the proximity be-
tween infrastructures as the most important relation-
ship between the systems, e.g., electric power cables 
and telecommunication cables in the same ditch or 
culvert. Functional interconnectedness occur when 
an infrastructure is necessary for operation of an-
other infrastructure; e.g., railway communication 
system needing electricity in order to function.  

In the cross-sector risk analysis approach de-
scribed in this paper, two categories are applied; (i) 
location-specific (physical) interdependencies, and 
(ii) functional interdependencies. The location-
specific interdependencies are similar to the spatial 
interconnectedness of Zimmerman (2001; 2004). 
Functional interdependencies represent the functions 
of the systems in the scenario, resembling the func-
tional interconnectedness of Zimmerman (2001). 
Further description of a cross-sector approach to 
analyzing risks of interdependencies is found in 
Utne et al (2009). 

2.4 Step 4 – Risk reducing measures and total risk 
assessment 

The results of the detailed analysis have to be as-
sessed to determine if the accident scenario(s) may 
happen in other places, if the accident scenario(s) 
has higher or lower risks than similar scenarios, and 
if further analyses are needed. In a cross-sector risk 
analysis, this means that the results from the detailed 
analyses have to be integrated into the overall cross-
sector analysis, that possible risk-reducing measures 
should be evaluated, along with those already as-
sessed during the PHA and those directly occurring 
from the detailed analysis. Assessments of risk re-
ducing measures should include discussions between 
the stakeholders.  



The approach for risk analysis of electricity sup-
ply is described in section 3 while sections 4 – 5 de-
scribe the cross-sector risk analysis approach carried 
out in a case study, for a main event occurring in the 
critical infrastructure electricity supply. 

3 RISK ANALYSIS APPROACH FOR 
ELECTRICITY SUPPLY 

3.1 Power system failures and hazardous events 

The electricity system is an extremely complex and 
comprehensive infrastructure. Despite of the numer-
ous components of the system and the complexity, 
the electricity system is very robust and reliable. 
However, power system failures occur occasionally 
in the main grid, as well as in the regional and local 
networks, most often with minor consequences. 
While the electricity system on the main grid level 
(and regional) is usually dimensioned and operated 
according to the N-1 criterion, meaning that the sys-
tem should withstand loss of a single principal com-
ponent without causing interruptions of electricity 
supply1, local networks are mostly operated as radi-
als and any component outage due to a failure will 
lead to interruption of electricity supply.  

Severe consequences of interruptions, such as 
loss of supply to a district or part of the city, will 
most likely be caused by combinations of failure 
events. In some parts of the system there are loca-
tion-specific (spatial) dependencies, such as two 
power lines on the same tower or in the same right-
of-way, and cables in the same culvert. There are 
also functional (inter)dependencies related to the 
protection and control systems (ICT) etc. In addi-
tion, human factors may contribute to cascading 
events, e.g., inadequate behaviour of operators, and 
there may be unfortunate circumstances, such as 
power units being out due to maintenance. Such 
conditions increase the probability of a system enter-
ing an emergency or blackout state. 

Hazardous or main events involving coinciding 
independent or dependent failures happen once in a 
while and may cause severe impact, but are usually 
regarded to have low probability.  

As far as the electricity system is concerned, 
probabilistic approaches to reliability evaluation are 
rather mature, see, e.g., (Billinton et al. 1996; 1999). 
Generally, these approaches aim to measure the ca-
pability of the system to supply the load in the 
steady state (adequacy) in which the power system 
may exist considering normal conditions. 

There is no established framework on how to ana-
lyse and predict the security of electricity supply, 
meaning the ability of an electricity system to supply 
final customers with electricity (EU Dir. 2006), and 
the risk of extraordinary events. A vulnerability 

                                                 

 

Delivery point

1 See for instance the Nordic Grid Code (www.entsoe.eu) 

analysis of the Nordic power system revealed a lack 
of knowledge on what is a sufficient or acceptable 
level of security of electricity supply, and how to 
analyse extraordinary incidents with low probability 
and severe impact on society (Doorman et al. 2006). 

3.2 Risk assessment 

For the risk analysis and case study presented in this 
paper, it was chosen to utilize the well established 
methodology for reliability analysis of electric 
power systems, denoted contingency enumeration 
approach (EPRI 1982). A contingency is an event 
composed by outages of one or more components 
due to failures, which may have technical, human or 
nature related causes. Various contingencies may 
lead to the main event “loss of electricity supply to a 
delivery point”. The contingency enumeration ap-
proach comprises three main steps: 
1 Selection and evaluation of contingencies 
2 Consequence analysis of contingencies 
3 Reliability assessment and accumulation of reli-

ability indices 
 
In the first step, the objective is to reduce the 

number of contingencies for detailed analysis. A 
typical analysis depth is to include all first and sec-
ond order independent outages, and dependent out-
ages such as common mode, station originated out-
ages or other user-defined outages. In the 
contingency analysis of the second step, the objec-
tive is to identify which delivery points that will ex-
perience interruptions (or reduced supply). This con-
sequence analysis is based on simulations of 
contingencies in the electric power system using 
physical power flow models. The final step is to per-
form the reliability analysis and accumulate reliabil-
ity indices. For this purpose a reliability model is re-
quired. The model used here is shown in Figure 2. 

 
 
 
 
 
 

 
 
 
 

Figure 2 Reliability model for a general delivery point 
 
 
Where   
P   = Load in the delivery point (DP) 
LG  = Local generation at DP 
λj   = Equivalent failure rate 
rj   = Equivalent outage time 
SACj  = Available capacity to supply the load af-

ter the occurrence of contingency j  
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The method combining contingency and reliabil-
ity analysis is described in (Samdal et al. 2006). The 
model takes the critical contingencies (outage 
events) for a delivery point as a starting point. These 
contingencies are described as a minimal cut-set 
structure, including those contingencies found to 
cause problems through the consequence analysis. A 
cut-set may represent a single component failure or a 
multiple independent or dependent event as de-
scribed above. Each cut-set is represented by an 
equivalent failure rate (λj), outage time (rj) and the 
available capacity (SACj) to supply the load (P) after 
the occurrence of contingency j. An interruption oc-
curs for a delivery point when the total capacity is 
unable to match the load, i.e., when P > SAC + LG. 

The contingency enumeration approach (Samdal 
et al. 2006) is used for at least one operational state, 
i.e., a system state valid for one or several months of 
the year characterised by load and generation com-
position, including the electrical topological state 
(breaker positions etc.) and import/export to 
neighbouring areas. 

The contingency and reliability analysis requires 
various types of data about the power system under 
study, components, loads and end-users, data from 
failure statistics, operating procedures, reserve sup-
ply possibilities etc. 

There is a wide range of reliability indices in use, 
both delivery point and system oriented indices. The 
basic delivery point indices are number of interrup-
tions of electricity supply and interruption duration, 
while the consequences are described in terms of 
disconnected load and energy not supplied.  

Fundamental parts of a risk analysis is to answer 
questions like 1) What can go wrong, 2) How likely 
is it to happen, 3) If it happens, what are the conse-
quences? The reliability assessment method pre-
sented in this section addresses all these parts for the 
electricity system. The contingency analysis gives 
answers to 1) and 3), while the reliability model pro-
vides information about the probability or frequency 
of events 2). Thus, the delivery point indices, such 
as number of interruptions and energy not supplied 
can be regarded as risk indices. 

4 CASE STUDY 

4.1 Extended preliminary hazard analysis (step 2) 

In the research project it was chosen to perform a 
case study to facilitate the development of the risk 
analysis method for critical infrastructures (Utne et 
al. 2008) and to test this, among other things, in 
combination with the risk analysis of the electricity 
supply. The case study was carried out in collabora-
tion with the Emergency Preparedness Group (con-
sisting of critical infrastructure owners) of the city of 
Oslo and the network company Hafslund Nett. The 
extended PHA comprised water supply, transporta-

tion, electricity supply, and ICT (Utne et al. 2009). 
The case study focused mainly on serious events in-
volving several infrastructures, and used previous 
risk analyses of the municipality as a starting point. 
The analysis covered events of technical character, 
malicious acts, as well as natural hazards. 

 A total of 14 unwanted events related to electric-
ity supply were analyzed as a part of the PHA. These 
events could potentially lead to wide-area interrup-
tions, but none were found to be of high risk related 
to human life or health, even though they may cause 
severe economic losses. However, the other infra-
structures depend to a large extent on electricity sup-
ply and thus it is a challenge to identify conse-
quences for these infrastructures if the electricity 
supply is interrupted.  

Based on the PHA for the mentioned infrastruc-
tures, four main events were selected for further de-
tailed analysis. The selection process is described in 
(Utne et al. 2008). The events or scenarios selected 
for detailed analysis were: 
1 Loss of electricity supply to parts of the city, i.e., 

to delivery points in the regional network  
2 Loss of water supply and consequences for a hos-

pital 
3 Fire/explosion at the main aviation fuel storage  
4 Joint event in culvert at Oslo central station 

 
This paper focuses on main event 1.  

4.2 Overview of the power system under study 

Figure 3 gives a stylized overview of the electric 
power system in Oslo. The voltage level of the main 
grid supplying Oslo is 300 kV, while there are three 
voltage levels in the regional network in the city; 
132 kV, 47 kV and 33 kV. These are mostly under-
ground cable networks but there are also overhead 
lines. The medium voltage (MV) network mainly 
consists of 11 kV underground cables.  
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Figure 3 Stylized overview of the power system (value chain) 
from power generation to demand (source: Hafslund Nett)  

 
 
According to the network company’s interruption 

statistics for the period 2001 – 2007, the end-users 
of Hafslund Nett will on average experience an in-
terruption every second year with a duration of 18 
minutes due to failures in the regional network. In-
cluding failures in the medium voltage (MV) net-
work (level 3 and 4 in Figure 3), the number of in-



terruptions increase to 0,8 per year with an annual 
duration of 0,7 hours per year. Thus, the regional 
network contributes to about 50 % of the number of 
interruptions, while the MV network stands for 60 % 
of the total interruption duration.  

In the same period, there have been three major 
events in the electricity system in Oslo affecting lar-
ger parts of the city. Two of these events (in 2005 
and 2007) involved multiple failures and cascading 
events in the main grid (300 kV), causing loss of one 
or more main transformer stations and interruption 
to a major portion of the end-users. Both these 
events lasted for less than one hour. The third event, 
at Oslo central station in 2007 (DSB 2008), started 
as a minor fire in an 11 kV cable caused by digging 
in the area around the central station. The fire led to 
evacuation of the station. There were ICT cables in 
the culvert affected by the fire, and several commu-
nication systems were interrupted, including train 
operation services, internet and phone services. 
80000 train passengers and more than 25000 tele-
phone and internet customers were affected. It took 
16 hours before the electricity supply was restored 
and another 4-5 hours before the central station was 
reopened for the public and the train traffic resumed. 
This incident involved several interdependencies, 
described in (Utne et al. 2009). 

The statistics and experiences at Hafslund show 
that major incidents in the past most often have 
technical or system related causes. The following list 
shows examples of combinations of events that 
might result in severe consequences depending on 
where or when they will occur:  
 Breakdown of towers with double lines 
 Damage of two or more cables in the same cul-

vert or road bridge  
 Fire in various transformers in the same station 
 Failure in gas-insulated breaker installations 
 Busbar-failure resulting in loss of all lines to and 

from a transformer station  
 Failure in combination with protection system 

failure, or overlapping maintenance 
 Outage of a whole transformer station due to wa-

ter break-through, construction work a.o. 

4.3 Consequences of hazardous events 

In case of transformer failures (breakdown), it can 
take months to replace the transformer. The electric-
ity supply will in most situations be restored by re-
connection to other parts of the system. There are 
also possibilities for reserve supply from the under-
lying MV network. Most of the year there is capac-
ity available to cover the load of the transformer sta-
tion (at level 2 in Figure 3) even if two failures 
occur simultaneously. 

 The contingencies under study in this case are 
those that have the potential of interrupting the elec-
tricity supply to the delivery points in the regional 
network, i.e. on the secondary side of the trans-

former station (level 2 in Figure 3). Typical conse-
quences will be: 
 Limited outage duration: 0,5 – 1 hour 
 Restoration by reserve connections 
 A lot of people affected, large economic conse-

quences (e.g. category 3 – 5 in Table 1) 
 
The network company is capable of estimating 

indices, such as number and duration of interrup-
tions to different delivery points, the amount of in-
terrupted load, energy not supplied (ENS) and the 
corresponding cost (CENS), as well as area or num-
ber of end-users affected. Information about the type 
of customers is necessary due to the reliability of 
supply regulation in Norway which adjusts network 
companies’ revenue caps in accordance with the 
customers’ interruption costs CENS (Langset et al. 
2001). In this arrangement the individual end-user 
consequences are represented by average cost rates 
per customer category (Kjølle et al. 2008). Conse-
quences when loss of electricity supply results in 
unavailability of dependent infrastructures, public 
services etc., are however not included in CENS. It 
is a challenge for network companies to have de-
tailed knowledge about the different end-users be-
hind each delivery point. Interrupted electricity sup-
ply to for instance transport, water supply and 
telecommunication may cause problems for traction 
power supply, tunnel lighting, pumping systems, 
marking and control current, base stations for mobile 
phone systems etc. These consequences need to be 
investigated separately by the parties being respon-
sible for the operation of the infrastructures.   

5 RISK ANALYSIS OF ELECTRICITY SUPPLY 
– CASE STUDY RESULTS 

In this paper, the focus is on the detailed risk analy-
sis considering the loss of electricity supply (black-
outs) and the effects on the supply to delivery points, 
such as other critical infrastructures or to a part of 
the city, as part of the cross-sector approach. For this 
purpose the analysis covers the power system from 
the source (power generation) down to level 2 in 
Figure 3, i.e., including the main grid, regional net-
work and the transformer stations.  

The contingency enumeration approach described 
in the previous sections was tested for the detailed 
(quantitative) analysis (step 3 of the cross-sector risk 
analysis approach) to determine how often a hazard-
ous (main) event will occur (number of interrup-
tions) and the consequences in terms of interruption 
duration and energy not supplied. It is assumed that 
this kind of information is useful to operators of de-
pendent infrastructures as a basis for their conse-
quence evaluation and emergency preparedness. 

The main event “loss of electricity supply to parts 
of the city, i.e. to delivery points in the regional net-



work” may be caused by outage of transformer sta-
tions and/or power lines in the main grid and re-
gional network in Oslo. The event is critical if it oc-
curs in heavy load situations, usually in cold winter 
periods. In such situations the reserve capacity is 
limited. The analysis is made for the heavy load 
situation only.  

Examples of results are given in Tables 2 – 4 for 
two different transformer stations in the 33 kV net-
work in the inner parts of Oslo city. All failure 
causes are included. 

 
Table 2.  Reliability indices for 33 kV. Single line outages______________________________________________ 

* 

Delivery point  No. of interr. Duration  ENS**         __________ ________  ________ 
       No/year   Hrs/interr.  MWh/year______________________________________________  

Station A    0.12    105         47 
Station B    0.07    95     69 
______________________________________________ 
* No reconnection possibilities. **ENS = energy not supplied.  
 
Table 3.  Reliability indices for 33 kV. Single line and trans-

former outages and common mode* ______________________________________________ 
Delivery point  No. of interr. Duration  ENS          __________ ________  ________ 

**

       No/year   Hrs/interr.  MWh/year______________________________________________  

Station A    3.0    71         2340 
Station B    0.12    371    292 
______________________________________________ 
* No reconnection possibilities. **ENS = energy not supplied 
 
Table 4.  Reliability indices for 33 kV. Single & double line 

hour and single transformer outages. Outage times 1 ______________________________________________ 
Delivery point  No. of interr. Duration  ENS          __________ ________  ________ 

**

       No/year   Hrs/interr.  MWh/year______________________________________________  

Station A    0.15    1          0.7 
Station B    0.11    1     1.0 
______________________________________________ 
**ENS = energy not supplied 
 

As the results are based on the heavy load situa-
tion only, the reliability indices are annualized, i.e. 
the number of interruptions and energy not supplied 
presented in the Tables 2 – 4, are given in units per 
year as if the heavy load situation lasts for a whole 
year. One should keep in mind that the heavy load 
situation is regarded as worst case, but this situation 
lasts for only a small portion of the year. This por-
tion could have been used to determine the condi-
tional probability as described in section 2. How-
ever, for the emergency preparedness of other 
critical infrastructures it is important to consider the 
worst case outcome of interrupted electricity supply. 

 Table 2 gives results when only single line out-
ages are analyzed, while Table 3 includes both sin-
gle line and transformer outages, as well as common 
mode outages. In these two cases presented in Table 
2 and 3, reserve connection possibilities are not con-
sidered. The common mode failures represent fail-
ures in cables in the same culvert or road bridge 
(spatial dependency). The results show that particu-
larly Station A is affected by such failures giving 

considerable increase in the frequency of interrup-
tions and energy not supplied. Including independ-
ent double line outages, as in Table 4, only gives a 
small rise in the frequency of interruptions. Accord-
ing to Table 2 and 4, Station A will experience inter-
ruption every 6 – 8th year considering single and 
double independent failures, while it will happen 
three times a year including also the common mode 
failures (Table 3). Station A serves some critical so-
cietal functions, for instance a hospital. Thus, the 
consequences of loss of electricity supply and inter-
dependencies to other infrastructures and critical 
functions should be further investigated. 

As mentioned above, reserve connection possi-
bilities are not considered in these two cases pre-
sented in Table 2 and 3. This is the main reason for 
the very large average outage duration for each of 
the transformer stations. The reliability data are 
taken from the national statistics, using the expecta-
tion (average) values including all failure causes, 
while there are large dispersions in outage times. To 
illustrate the effect of reserve possibilities, all outage 
durations are set to 1 hour in Table 4. This repre-
sents the time it will take for the operator to perform 
reconnections from the control centre. In practice the 
network company have various possibilities for pro-
visional restoration of supply to the delivery points, 
depending on local conditions. Different measures 
take different time. For instance, it may take 4 – 24 
hours to connect reserve supply from underlying 
MV network and up to 4 days to move transformers. 
It is rather complicated to model and take into con-
sideration all such possibilities and procedures in the 
reliability assessment. These are topics for further 
development of the contingency enumeration ap-
proach, as specified in (Samdal et al. 2006). 

Keeping in mind the assumptions and premises 
for the analysis described above, the results pre-
sented are not realistic for the actual electricity sys-
tem in Oslo. The results should be regarded as ex-
amples of typical results that can be provided from 
the current reliability and risk assessment methodol-
ogy. This kind of information may be important 
when pursuing interdependencies and consequences 
for other critical infrastructures. It is possible from 
the contingency enumeration approach also to reveal 
information about which contingencies are critical 
for each delivery point and their contribution to the 
reliability indices. 

6 CONCLUSIONS AND FURTHER WORK 

This paper presents a cross-sector approach devel-
oped in a research project and used to analyze risks 
of critical infrastructures. To visualize the approach, 
a case study of Oslo was carried out. 

 The electricity system in Oslo was used to test 
and provide information about risk of electricity 



supply interruption. The risk analysis method can be 
used to estimate how often electricity supply will be 
interrupted to specific delivery points and for how 
long. This is important information for the further 
identification of consequences in other infrastruc-
tures, providing a basis for the emergency prepared-
ness planning. The methodology may also give in-
formation about area affected, duration, 
disconnected load, energy not supplied and corre-
sponding societal costs. In addition the risk analysis 
revealed both spatial and functional dependencies in 
the electric power system and dependent failures are 
found to strongly affect the reliability of supply.  

In a cross-sector risk analysis it is important to 
gather sufficient competence and information. The 
case study provided valuable opportunities for im-
proved communication between stakeholders and in-
frastructure owners in the Emergency Preparedness 
Group of Oslo. The results show that the approach is 
a promising starting point for risk analysis of wide-
area interruptions of electricity supply and the con-
sequences for dependent critical infrastructures. 
However, further work is needed to identify the con-
sequences of interrupted electricity supply to infra-
structures, such as transport, water supply and tele-
communication, e.g. problems for traction power 
supply, tunnel lighting, pumping systems, base sta-
tions for mobile phone systems etc. 

In detailed risk analysis of electricity systems, a 
major challenge is to identify chains of events that 
could lead to wide-area interruptions (the main 
event). It is necessary to have knowledge about the 
underlying causes, as well as data and models for 
determination of the probabilities for different initi-
ating events, for the propagation of outages, and to 
determine and evaluate the consequences of these 
cascading outages. Traditional probabilistic methods 
applied to electric power systems are typically based 
on normal variations and expectation values and 
therefore unable to capture extraordinary events with 
low probability and high impact. In risk analysis it 
will be necessary to combine power system simula-
tions with expert evaluations to reveal such events. 
These are problems addressed in ongoing research 
projects at SINTEF and NTNU. 
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